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Short Talk Abstract: Privacy Threat Modeling (PTM) is part of software development lifecycle
(SDL) along with the increasing awareness of data privacy. Unfortunately, PTM comes with the
following limitations. First, it mostly involves human experts (i.e., threat modelers) with much
manual effort. Second, it is usually performed later in the SDL pipeline, during which much
development work has been finished. Third, the app developer is usually not familiar with
privacy principles (e.g., privacy laws) that can guide the development process. To address these
problems, we created xCOMPASS, an open-sourced framework that presents a solution that
does not require much expertise/training in privacy domain to identify privacy engineering
requirements during PTM. xCOMPASS presents a lightweight questionnaire (i.e., yes-no
guestions), identifies privacy requirements based on the answers, and maps the requirements
to privacy principles (e.g., privacy laws) and mitigation strategies (e.g., de-identification). To the
best of our knowledge, xCOMPASS is a state-of-the-art solution. To conclude, we will also
outline and discuss remaining challenges, open problems, and future work in this space.



